Abstract -Wireless Sensor Network (WSN) is the combination of small devices called as sensor nodes which have sensing, computing and processing capabilities. Due to distributed nature of the WSNs, nodes are more vulnerable and can be physically accessible by an attacker; he/she can destroy the network and injects some extra bits in the information. An attacker can put some potential threats in the network. So, security is main concern in wireless sensor network especially in hostile environment. In this paper we focus on security requirements, threats and some security schemes that provide the solutions for such attacks.
INTRODUCTION
A wireless sensor network is a network of multiple sensing nodes performing a certain task. Every sensing node has its own battery, memory, processor, transceiver, and sensing device. As the technology of wireless sensor networks matures, the scope of their applications has become more extensive, e.g. environmental monitoring, home automation, intelligent office, energy saving, intelligent transportation, health care, security monitoring etc. Due to the distributed nature of these networks and deployment of nodes in remote areas, these networks are vulnerable to numerous security threats that can adversely affect their proper functioning. Since, the sensor nodes are deployed in open communication environment; they can easily be attacked during data transmission. Securing the WSN requires the network to support all the security properties: confidentiality, integrity, authenticity and availability [1] . Security attack is a concern for wireless sensor networks because:
• Usage of minimal capacity devices in parts of the systems • Physical inaccessibility to sensor and actuator devices • Wireless communication of the system devices So, to prevent confidential information from being stolen, it is important to provide secure communications between sensor nodes and base stations.
A. Security Requirements
The goal of security services in WSNs is to protect the information and resources from attacks and misbehaviour. Security requirements in WSNs are as follows [2] :
• Confidentiality: It means restricting data access to authorized devices. The data should not be leaked across adjacent sensor networks. It ensures that a given message cannot be understood by anyone other than the desired recipient.
• Integrity: Data integrity ensures that the receiver receives unaltered data in transit by any unauthorized personnel
•
Authentication: This ensures that the communication from one node to another node is genuine, i.e., a malicious node cannot masquerade as a trusted network node.
• Availability: This ensures that the desired network services are available whenever needed by the devices in the network.
• Data freshness: Data freshness ensures that the recent data is available without any replay of old messages by unauthorized devices.
• Robustness and survivability: Sensor network should be robust against the various attacks and if an attack succeeds, its impact would be minimized.
• Self-organization: Nodes should be flexible enough to be self-organizing (autonomous) and self-healing (failure tolerant).
• Time Synchronization: These protocols should not be manipulated to produce incorrect data.
B.
Attacks in WSN WSNs are vulnerable to various types of attacks. According to the security requirements in WSNs, these attacks can be categorized as listed in Table 1 . 
Selective forwarding
In a selective forwarding attack, malicious nodes may refuse to forward certain messages and simply drop them, ensuring that they are not propagated any further. A simple form of this attack is when a malicious node behaves like a black hole and refuses to forward every packet. Sinkhole attacks Attracting traffic to a specific node, e.g. to prepare selective forwarding.
Sybil attacks
A single node presents multiple identities, allows to reduce the effectiveness of fault tolerant schemes such as distributed storage and multi-paths, etc.
Wormhole attacks Tunnelling of messages over alternative low-latency links to confuse the routing protocol, creating sinkholes, etc.
HELLO floods An attacker sends or r e p l a y s a routing protocol's HELLO packets with more energy. 
C.
Cryptographic approaches in Wireless Sensor Networks In order to prevent attacker from eavesdropping, cryptography will be applied. Cryptography, simply, aims at making data not understandable to an unauthorized adversary which has the goal of data interpretation. It consists of two categories: symmetric cryptography which will use the same key, mostly referred as secret key, for encryption and decryption and asymmetric cryptography, also known as public key cryptography, which uses public-private pair key for encryption and decryption. Conventional public key cryptographic algorithms are not desirable for wireless sensor networks due to the limited resources of the network. Unlike public key cryptography, symmetric cryptographic techniques are used more extensively in wireless sensor networks.
D.
Key management in Wireless Sensor Networks In order to encrypt or decrypt data in any cipher system, it is needed to distribute the corresponding keys among the parties. This is the goal of key management system. Therefore, key management in wireless sensor networks aims at establishing cryptographic keys among the nodes. It is also responsible for revoking and refreshing keys; cryptography keys may need to be refreshed in order to gain better security.
II. SECURITY SCHEMES FOR WSN
Sophia Kaplantzis et al. [4] proposed a centralized intrusion detection scheme based on Support Vector Machines (SVMs) and sliding windows. Support vector machines (SVMs) are a class of machine learning algorithms. One-class SVMs are chosen to detect selective forwarding attacks in a sensor network. James Newsome et al. [5] provide the Sybil attack analysis. Lukman Sharif et al. [6] emphasized at the wormhole attack and some of the proposed countermeasures of this attack. In [7] the authors show that wormholes, which have so far been considered as harmful for WSN, could effectively be used as a reactive defence mechanism for preventing jamming DoS attacks.
Newsome et al. [8] proposed a defence mechanism against Sybil attack in sensor networks. It uses radio resource, random key pre-distribution, registration procedure, position verification and code attestation for detecting Sybil entity. Yih-Chun Hu et al. [9] proposed a specific protocol called TIK and a new general mechanism called packet leashes for detecting and defending against wormhole attacks. TIK is based on symmetric key cryptography and requires accurate time for synchronization between all communicating parties.
Chris Karlof et al. [10] proposed TinySec protocol. It works at the link layer of the OSI model. This protocol mainly focuses on providing message authenticity, integrity and Confidentiality. Adrian Perrig et. al. [11] provided SNEP and µTESLA that are the main building blocks of SPIN. SNEP includes: data confidentiality, two-party data authentication, and evidence of data freshness. µTESLA provides authenticated broadcast for severely resource-constrained environments. L. B. Oliveira et.al. [12] proposed FLEACH, This protocol is used for securing node to node communication in LEACH-based network. It used random key pre-distribution scheme with symmetric key cryptography to enhance security in LEACH. Sec-LEACH [17] protocol provides an efficient solution for securing communications in LEACH. It used random-key pre-distribution and μTESLA for secure hierarchical WSN with dynamic cluster formation. It provides authenticity, integrity, confidentiality and freshness to communications.
M. Younis et al. [13] proposed SLEACH that provides security in LEACH by using the building block of SPINS (Security Protocol for Sensor Network), symmetric-key method and MAC (Message Authentication Code).J. Ibriq and I. Mahgoub [14] proposed a secure hierarchical energy efficient routing protocol (SHEER) which provides secure communication at the network layer. To secure the routing SHEER implements HIKES a secure key transmission protocol and symmetric key cryptography. Table 3 gives a brief checklist of the attacks that are handled by and are foiled by the discussed security schemes. [15] proposed an Authentication confidentiality cluster-based secure routing protocol. It uses both public key (in digital signature) and private key cryptography. This protocol deals with interior adversary or compromised node. Kun Zhang et al. [16] introduced RLEACH secure routing protocol based on LEACH. RLEACH has used one-way hash chain, symmetric and asymmetric cryptography to provide security in the LEACH Hierarchical routing protocol.
III.
CONCLUSION Most of the attacks against security in wireless sensor networks are caused due to insertion of false information by the compromised nodes. For defending the false reports by compromised nodes, it is required to detect them. However, developing such a detection mechanism and making it efficient, represents a great research challenge. Key distribution between sensor nodes is also a big issue in wireless sensor network. Many of today's proposed security schemes are based on specific network models. Due to lack of combined efforts, the pace towards building a common but complete security model for all the layers is retarded. In future, though, the security mechanisms might become wellestablished for individual layer, combining all the mechanisms together and making them work in collaboration will incur a lot of endeavour.
